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1.2 FENEERH PR, H P Ei%% sianup for a new account JE M —N8TFH F o

Sign in to your account Sign up for a new account
Account Account * length G~24
letters and numbers
Password * length 6~24
Password letters and numbers
Confirm
Password * cenfirm your password
Email * example:
example@outlook.com
Description description

for your account

Sign up for a new account enter device IMEI code

RS L AUHS N

Up Time : Oday : 21h : 56m : 2s

System Time : 2016-02-03 10:01:14

355 AN |

VEMEH P S B R . L BEACON & RSB 41 IMEI i, 3H'S IERGT) IMEI AD N B E = T Gk
KB, B IMEN TS RS —k . 23] BEACON AN & )5 (ALK H BC-ECR-BHiH) , M=l
D T EIFRZE FBE M BC-ECR-B B B W 71 B Al LAY E 3] IMEI i,
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My Detice Add Device ertificate Files Connections My Account

Add A New Device
e ength within 24 Device name *: {E&, 1441 AB
letters or numbers
Descrion Description : &, MBIXNHE.
escription length within 32
UEl code - IMEI code *: BC-ECR-B ¥ H%w i
device IMEI code
LANIP * , LAN IP *:BC-ECR-B £ IP ik
device LAN IP
LAN mask * device LAN mask LAN mask *: BC-ECR-B &%’%Mﬁﬁg
[ e ] AV IITIZ 4 -7 AT AT 255 43 4, B P 7T LA
G INE 2 MR &

N & SR, BRI — &N R i, S AddPC client 33 %2 2 i 1) HLIG
5710 Add A PC Client

length within 24 PC name *A{L&. i QT

Pename - letters or numbers
Description Description : T, #idRiX & HMKEETFHL.
length within 32
[ A Add: 7R 1% PC BGE FHL, ~FH-AT AN 10 A% i

WRFEZA M, FHL, PARESEX A, TR AR P imsl PR S i, 2SR 10 N5 U o
—2, rfiii Certificate Files WE 153, n] LUE B AR PANES, —Fh& BC-ECR-B % %] 1204_AB.tar.gz, ik i,
—Fl 2 HL % OpenVPN /4 1204 OT.tar.az 75 ZEHIE Fi.


mailto:bgt.cloud@beacongt.com
http://www.beaconglobaltech.com/cloudmgmt/user/userca/b3169b17171e9942c5e8870a01de31a6/1204_AB.tar.gz
http://www.beaconglobaltech.com/cloudmgmt/user/userca/b3169b17171e9942c5e8870a01de31a6/1204_QT.tar.gz
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Certificate Files Connections My Account

Certificate Files Download

1204 AB.tar.gz €

1204_QT.tar.gz <

FEMEES
POt 2 | hitp:/ v beaconglobaltech.com/cloudmgmi/user
E=t 1004 AR tarferd

TEE

—: PCiEGERESE

Ch\Users\Administrator.ZGC-20131 =497 GE «

e | T

-o Rl AT LAUR #EFS
@ Al LN EGE T

X | sERSES
g erfuserc Ptk : | hep
EEESCE 3 KB E=3 1 204 QT .tarlsrd
Ui TEE
B ¥

TEHLN 72 %% OpenVPN FFIRE A, # DUIE 53] OpenVPN

2.1 OpenVPN & AFH1E H

OpenVPN #A4AE F 2 (F FIIE A 2 47E 323 Beacon = F & .
VEM RS, BTBUAFR MK P BLUET N # OPEN VPN 3. #RIE RS AE 32 f7ib & 64 A RIE SN N 1 22 B2 8014

v beaconglobaltech.caom/cloudmagmt/user

B 3 KB

CAUsers\Administrator.ZGC-20131 E4.97 GE

=2 -

My Device Add Device Certificate Files Connections My Account
Account : aToil
VPN server : 11212682201
VPN port : 1204
Bytes transfer : 269688 bytes sent, 206551 bytes received
PC clients : 47110
Description : 15910883727 change
Email : jason gin@beacongt com change
change your password 7
VPN Download: Win7 (or higher) 32bit /
Win7 (or higher) G4bit
HEMEES ped
mask tp://www.beaconglobaltech.com/openvpn/Bdbit/openvp
i/
=t M penvpn-install-2.3.8-1601-x86_64E5E) ®iE 172 MB
TEE| . | CA\Users\Administrator.ZGC-20131 =488 GB il

i

BiE
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2.2 OpenVPN “Z23E FIE5 4% D1

L4 OpenVPN, B4 2R ML, BN LHEHAAH T L.

() OpenVPN 2.3.6-1001 Setup (e[ [WRSS| ((7) OpenVPN 2.3.6-1001 Setup ==
Choose Components Choose Install Location
o PE N Choose which features of OpenVPN 2.3.6-1001 you want to o PE N Choose the folder in which to install OpenVPN 2.3.6-1001.
install.

Select the components to installjupgrade. Stop any OpenVPM processes or the OpenVPN Setup will install OpenVPM 2.3.6-1001 in the following folder. To install in a different folder,
| service if itis running. All DLLs are installed locally. dick Browse and select another folder. Click Install to start the installation.
|
| |

Select components to install: ..[¥] TAP Virtual Ethernet Adapter B |

.[#] OpenvPN GUI

-.[#] OpenVPN File Assodations
| ..[v] OpenssL Utilities
penVPM RSA Certificate Management Scripts I = =
| .[#] Add OpenVPN to PATH :\Program Files\OpenVPN
. . PR 1) Py

Destination Folder

[

Description

Space required: 4.5MB Faosition your mouse over a component to see its Space required: 4.9MB
description, Space available: 6.0GB
I raullsft Trstal Swstem v2,46-101 Mullsaft Install System w2, 46-101

[ <Back | mext> | [ cancel | [ <Back | mstal | [ cancel

R, RS 1204 QT.tar.gz X MRS, L5245 N 4 e

=i fEEHE =3 Foh

@ 1204 QT.crt 2016/2/2 10:12 e ST 4 KB
@ 1204 QT.key 2016/2/2 10:12 =T 1KB
(0] 1204_QT.ovpn 2016/2/2 10112 OpenVPM Confi... 1KB
5 cacrt 2016/2/2 10:05  =&EH 2 KB

$2 13X 4 N3] OpenVPN 4144 C:\Program Files\OpenVPN\config [ 5% BLIf]

@C" L » EHL » EHEEEE (C) » Program Files » OpenVPN » config

XEHF) REE) =ZJ|V) IEM #EH)
B v BREIET v H= v R FEEEE

S — =25 #EMEH Eid 7S
5 T 1204_QT.crt 2016/2/2 10:12 e i 4 KB
= #]1204_QT.key 2016/2/2 10:12 2352300 1KB
G EEAERAE () 1204 QT.ovpn 2016/2/210:12  OpenVPN Confi... 1K8
5l caert 2016/2/2 10:05 SIS 2KB

SR JE B Bl AR, AR DU B 53 S IE1T OpenVPN R 1F

3 ig <=1
0 Ehasie
o & LEERSREGA) /
EESEERS

FLIG AT R A2 U I OpenVPN GUI X AN K B I FEUG B, B A B e iX NI b, 389 Connecct, B3I EIbR 2
ARG, U B N E 2 NI E RS Beacon 5 FE . SR AT Disconnect, ] LM = 6 B4k,



OpenVPMN GUI
Connect Connected to: 1204 QT
Disconnect Connected since: 2/3/2016 8:39 PM
Show Status F— | Assigned IP: 10.168.4.6

View Log
Edit Config

Change Password

Settings...
Exit

=: 8 BC-ECR-B &l &Lk

3. 1 F 562847 JF BC-ECR-B HIFC & T, Huhb A https://192.168.0. 1  JE&E: AAKAN https/

HTTPS (4FK: Hypertext Transfer Protocol over Secure Socket Layer) , +&LhZ24yHAERIK HTTP idiE., BP
HTTP MM SSL JZ, HTTPS 24 dkfitiit SSL, YA %2 1T SSL Gt Fr, RIUE I A e A i 22 SSL. &0
—A~URI scheme GHRFRATFAEZR) , A)EKF http: K FR. HT 220 HTTP HdfRf£%. https: URL KEHEAEH
T HTTP, {H HITPS f#4EANA T HTTP fER N 1 & — NI/ S e /= (FE HITP 55 TCP Z0a)) o #2417 B i
WES AW TE, AEEH) V2 T 48 WL 22 A RURIEIR, B 5524 7 .

BN 4 admin , BRAERY admin, B PECE 5ERUE PTUAEATIE L. B0 Network SEER BLTHIA) WAN [, fE20H)
1P it E 5% F 1M BC-ECR-B ¥ & 2. WABAS Default Gateway BRIAFIE,

€« X € % 8N (% bhps//192.168.0.1

O [QeEmas == mydevice X ) HTTPS 5% ASEEL o

AEHMELE , EPZAE RS8N RIEP.

&

BEERES , =17 Internet Explorer §6R5HRRI EHEnE" .

®

Windows &£

{7 BC-3GM #JERS5EE 192.168.0.1 BREFEHEHE,

e |

e

[T} ioEmasss
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fic & BC-ECR-B HLIHI ) Network 32 5,1 WAN . 5585 JFiEFRIE1T A2, Ethernet=="% 77 5 Z& 45X (BC-ECR-B /-
FREAE Mobile 50 o 1E$E Ethernet J5, &l Apply Changes. v .

Up Time : LAN

Authentication related information dnd scheduler configuration.
1
|
v

Maode : Mobile @ -
HMobile I

Connection mode : M

Authentication related information and scheduler configuration.

Mode : EE—

|
|
1
[ Apply Changes *




3.2 FE LAN O, B LLER. Fltn, A ZE IR 192.168.31.xxx [RIMEL, 2 Begs & 25— AHEI B 1
IP, {8 FH 25 11 1P ik 192.168.31.55 1F A5 Z B M 1 5¢ 8k . 2841 1~ . PLC A% =k

Gateway IP : Static = v

IP Address : @

Subnet Mask : 28R, 266, 286, 0

Default Gateway : 192, 1A8. 31.1

DHCP : Disable =

DHCP Client Range : 192. 16B.31. 200 | = 192.168. 31.260 | [ Show Client
1st DNS : 168. 126. 63. 1

2nd DNS : 168. 126. 63. 2

Assign IP by MAC

Mac Address : | | IP Address :
add Reset
th HW Config - [SIMATIC 300(1) (BS) -- PNA] [=][=]=]
Ol w5505 SEE) BAD PLIC WEN ERO) BOW EEH) HEES
M= Q‘P”@”EHﬁ’Eﬁ.pN.m(mﬂz,a B
- Ethernet PN-IO (R0/52.2)
i =1 SIS
=0 Ik B | | erormieT | @S | HEES I
1 [kt FH-I0
z CPU 3152 PR/Il  jnee o, e I——
4 . S
At T
#el; Ethernet ’ R & 5%
wES: i b [19z 18831 55 D
it 192 168, 31. 3 IRE):
EE: b3 B ). - 2. |
ERC): _Eiw . |
Hiles: L |
TR s | zmmy |
wWE |
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MNETSurveillance WEB N

[l B B P B

7 NetSurveillance
O 0 O cavoi
Bk -

. 1es

4567 HITEiRO

0o: 12: 15 : 37 : 45

DT H ® %

BRI SIS S 40T . 25451 15 B
BC-ECR-B i BT R4 %

192.168.31.XXX

AB_PLC

IP Address: 192.168.31.55 192.168.31.XXX

SubnetMask:  255.255.255.0 255.255.255.0 255.255.255.0

Default Gateway :192.168.31.1 192.168.31.55 192.168.31.55

it fi 72 PLC
192.168.31.XXX

G 1]F PLC
192.168.31.XXX
255.255.255.0 255.255.255.0

192.168.31.55 192.168.31.55

»

BC-ECR-B B[] IP Address, 5 T % i Default Gateway —ZUE M FLEE I L& %t



3.2 il B NTP IF[a], 7E Advanced 15 2% T B2 I 16 & NTP.

Port Forward
Current Time : 2016 - 2 _ 3 :MACFilter

IP Filter
Enable NTP client update :

Dynamic DNS
NTP Server : chn. ntp. org. cn DMZ

CEDTIINTG L

Daylight saving Ping
OpenVPN

Apply Changes I Il e 7

Time Zone :

fit & NTP BJTR] B 224 /&1l BC-ECR-B iE THARER H s B EM B R], 2Ji% Enable NTP client update, 7E NTP Server :
JH'H cn.ntp.org.cn. JEITIAS H A6 sUhkst vT CAEREUE RIS [A],  SREGE AR {5 E 5, BC-ECR-B 4 RE IEH
21T, 1R BC-ECR-B IEALRE ZAEH, W LAY S AN 1 S 4R AL [

NTPiERREI = ARSS

NTP Server Domain Service

Update About Support

HacRERHEMASENTPES SMx
[INTERNATIONAL NTP server list.]
K 1#%[zone] & &[Domain]  IPH[IP Pool]
sE[China] cnntporgen  [202.108.6.95] [202.112.29.82] [110.75.190.198] [115.26.122.198] [182.92.12.11]

[120.25108.11] [110.75.186.249] [110.75.1686.248] [110.75.186.247]

i E&HE[ChinaTaiwan]  tw.ntp.org.cn [120.119 28 1]

SEE[America] us.ntp.org.cn [24.56.178.140] [131.107.13.100]
BN [Singapore] sgp.ntp.org.cn [139.162.20.174] [103.11.143.248]
#E [korea] kr.ntp.org.cn [218.234.23.44] [211.233.40.78]
ZEE[Germany] de.ntp.org.cn [131.188.3.220] [131.188.3.223]

B [Japan] jpntporg.cn  [133.243.238.243] [157.7.152.213]
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3.3 i ® BC-ECR-B HLIff{] OpenVPN %

Status

VPN Tunnel(OpenVPN)

DHCP (LAN) needs to be enabled when using the VPN

Server/Client :

Connect Type :

OpenVPN Start MSG @
OpenVPN Stop MSG :
OpenVPN Reconnect MSG :
System Restart MSG :
Manager phone number :

Manager phone number :

Server/Client :i£ £t “Client”

Connect Type £ “Auto”

Network Advanced
Port Forward
MAC Filter
1P Filter
Dynamic DNS
DMZ
© Disable @ Client prp
@ Auto O Manual  Ping

OpenVPN
OVFN START =
OVFN STOP

OVPN RECON

STSTEM EESTART

1590883727

Administrator

BC-ECR A7 F#-# H Manual #538, ANSCRpd 5678 S A 3 /45 15 /8 3z VPN Rk 4543/ %)5 BC-ECR-B

Reconnect Interval :
Interface Type :
Protocol :

Authorization :

Encryption cipher :

TLS Renegotiation Time :

LZ0 Compression :

Reconnect Interval i3 0

Encryption cipher—i%4% Use Default

TLS Renegotiation Time £+ 0

LZO Compression - ¥ Adaptive

0 hours 0 is disable 72 hours maximum

TUN
@ UDP

TLS (Disable tls-auth)

©) None @ Use Default

) AES-128-CBC ) AES-192-CBC

I

) Disabled @ MNone () Enabled @ Adaptive

) AES-256-CBC
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e
iffﬁ D S Port: BEACOJ

R 4% 25 H ik Server Address :

WEFH AL Certificate Authority :

My Device Add Device Certificate Files Connections My Account

Account : QTE00006

& Pl S Client Certificate
% i A ClientKey :

PC clients : 6/10
Description : 15810883727 change

Email : jason.gin@beacongt.com change

Port : change your password ?
IN CERTIFICATE——

Server Address : 112,126, 82. 201

Ui 1, JIRSS A b X PRIUE 593 M = F 60k 5 R —E
fift s 2 BT N4k 1204 AB.tar.gz, FHICEEAFTIF, H#ilE%F
T NIRRT A H B

Custom Config :

: ; Sinphe
Certificate Authority : .mmnmmmmmm:mmwn&v
MM T o, TOVGRERRICTR fodda
EXTITWhDS ATEATMENT I To TG TATTT: .
TR COuESlE ! TR Jhra]
pree S — =

e — Q’Gp |, » 1204 AB

| X80 %ﬁtg BV IEM =MH)

Client Certificate : Mokl e eI ST R R T L MARC A TR MR T TATE Y

e i : -
Semmmsmmem e %ﬁa : Bsg - #E- wmx M=
e _

S S :

—__ T PO Ny HEN
bbb b 5 T= S R;] ca.crt
o S T | s Heat T an0

Client Key CeEnTmE = -Eﬂ O511204_AB.crt )

?‘!\‘;"J:Jg":b’vf,"m"\m oc_;muﬂmfm‘l ‘L N iratas -@ 1204_AB‘key
poseer E&ﬁ&ﬂﬂﬁ&i BigEaT Rz
SR SEERRSN

[ﬁpply Changes] [ FRezet ]

BLE5EE, s Apply Changes, i\ E K. T, BEEEEER.
VERBET: #IEH 1204 AB.ort B A,
PGS ARST FFIXANE TS, BN 5B R0s, HAAERENG T %,

_____ BEGIN CERTIFICATE - oo ¥ sk sk ks ks ko ook ko ok sk ko ok ook ok ok ok ook ko ook ook o ook ook ook sk ok ok skokok Ko ook ko ook sk ok sokokok %
ok ok ok ok o ok o oK ok ok ok ok ok ok ok ok oK sk ok ok ok Kok ok koK ok Kok ok ok ok ok Kk ok koK ok ok ok ok ok ok ok koK sk ok ok ok ok ok ok ok Kok ok sk ok ok ok ok kR ok k ok ok sk ok ok ok ok ok kok Kok ok kR ok ok Kok
ok ok ok ok ok ok o ok sk ok ok o ok s ok ok skosk ook skook o ok sk ok sk ok ok ok ok sk ok sk ok sk skok sk sk ok ok sk ok sk ok sk okok Kok o sk ok ok sk sk sk ok sk okok okook o sk ok ok s okok Kok ook ook ok sk ok sk okok ok ok ook ok skokokok ok
ok ok ok ok o ok ok ok ok ok ok ok ok ok ok ok oK sk ok ok ok oKk ok koK sk Kok ok ok ok Kk ok koK ok ok ok ok ok ok Kk ok sk ok ok ok ok ok ok ok Kk ok sk ok ok ok ok ok ok ok ok Kok ok sk ok ok ok ok ok ok ok Kok ok kR ok ok Kok
ok ok ok ok ok ok ok ok ok ok ok o ok ok ok ok sk ok Kok Kook ok sk ok ok ok ok skok ok ook ok sk ok ok ok sk Kok ok ook ok sk ok ok sk ok ok skok ok ook ok sk ok ok sk oKk ok ok sk okook ok skok ok sk okok ok ok sk okok ok skok ok sk ok koK ko
ok ok ok ok o ok ok oK ok ok ok ok ok ok ok ok oK sk ok ok ok oKk oK koK sk Kok ok ok ok ok Kk ok koK ok ok ok ok ok ok Kk ok sk ok ok ok ok ok ok ok Kk ok sk ok ok ok ok Kok ok k Kok ok sk ok ok ok ok ok ok ok Kok ok kR ok ok Kok
sk ok ok ok ok ok ok ok ok ok ok ok o ok ok ok ok oKk ook Kook ok sk ok ok ok ok skok ook ok ok oKk ok sk oKk Kok ok ok ok ok oKk ok sk okook ook o ok ok ok ok skok ok sk ok ok ook ok sk ok ok ok Kok ok sk ook ook ok skok Kok ok ok sk ko ok ko
ok ok ok ok ok ok o ok ok ok ok ok ok o ok sk ok sk ok ok ok ok ok ok sk ok sk ok ok ok ok ok ok ok ok ok sk ok ok ok ok ok sk ok ok ok sk ok sk ok sk ok ok sk ok ok ok sk ok sk sk ok ok ok ok ok koK ok Kok ok sk ok ok ok sk ok koK ok Kok ok ok ok

3k 3k 3k 3k 3k 3k 3k sk >k sk 3k 3k ok 3k 3k sk ok skook koo sk sk sk sk sk sk sk sk ok skosk sk sk skosk sk sk sk sk sk sk sk skosk skosk skosk sk sk sk ok sk sk sk sk sk sk sk skook sk sk skosk sk sk sk sk sk sk sk sk ok sk sk skosk skosk sk sk sk ok sk sk sk ok sk skosk sk skok kk

----- END CERTIFICATE-—-



% [5] 5] BC-ECR-B z 1B S 5k Status JRA, AT LA U1 R A5 S

{3 Di#S//192.168. 31.55 /home.asp

b4

‘| https:/i192.168. 31.55

x |+

Up Time :

System Time :

IMEI :

Firmware \Version :

HSPA Module Version :

Area Information :

MNetwork Registration :

Metwork :

PIMN Status :

Signal Level :

WaN (Modem Router) :

OpenVPN Tunnel :

lday : 10h : 40m : 56s
2016-02-03 22:46:06
35§ e—
1.1.59-5 [201508111731]
LISA-U200-025-01

LAI(46001), LAC(a0f4), CELLID(842975)

PIN request deactivated

Connected D Rt
IP : 10.20.14.93 (Up : 7350 KBytes, Down : 3157 KBytes), $5#5al Ll W :
Connected ol _______ '

OpenVPN Server Assigned IP : 10.168.4.14 [~ " """ " " oo
| EIRIRS R
LAN : IP : 192.168.31.55 (Up : 510537 KBytes, Down : 1648865 KBytes) A 11 1p dulf |
ik BC-ECR-B 1 LAK M 192.168.31.55 Jf i 22 441 37% 4% BEACONG [ - ZmEEs
192.168.31.35, 74| ]F PLC 192.168.31.3, &' 7 /K PLC192.168.31.12. s e 20

HLIG 1 e B BRI, 1847 OpenVPN ¥, milidk)G, 2Hll

TAP-Windows Adapter V9

TAP-Windows Adapter V9.Ping &N # IP Hiht:, "TRATE B4 H 3. - FEmEsE
T DALE R0 00 L B B ONDA b 3 AN 1P Hdik, [RIRERTDAE AR R RS il S smmimms
I %5 B aE T BE8aEs:, LR, BAALEm AT LB 05 il Qualcomm Atheros AR9285 W...
] BZEFERT PLC, WK
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: WRREETRF /R PLC

5 F /K PLC [ 1P M2 192.168.2.12, iR B LA Ping i

» ¥ T RHTIT RSLinx Classic #fF

Flle Edit View [Communications | Station DDE/OPC Secu RSLinxClassic Gateway e & 5 A IR

RSWho

_I_IEIQI

W futobrowse

== Workstation, TE

ﬁm

Configure Drivers

E.ei] Configure Drivers...

Configure Shortcuts...

Configure Client Applications...
Confiqure CIP Options...

I & 8 T AR 5]

1% Ethernet devices.

—hwailable Driver Types:

IEthernet dewvices

Add Hew. .

Close

i

Help

—Configured Drivers:

Hame and Descri

Add New RSLinx Classic Driver

Choose a name for the new
driver.
e

Aharantare marimom

AF_ETH-1

]

Cancel

itg |

Configure driver: AB_ETH-1 W x|
Station Mapping |
Station Host Hame hdd Hew |
[ 192, 168. 2. 12| | Delete |
B3 Driver
|
|
e mE | ommoe | oz |

Configure. ..
Startup. .
Start

Stop

M

EyNELER P w358 PLC 1) 1P Hukik, & ﬁﬁ%%

P BURERIHER] PLC (1) EN2T FITS BT THI R o B X M 4%
AL AR, ZHAS RSLink OPC 25454 .
ﬁ-RSLinx Classic G
a5 File Edit View Communications Station DDEfOPC

= = S8 &l _|
¥ hutobrowse Befresh I E %

Hot Browsing

2= Warkstation, TENDA_1967A9
E?E Linx Gateways, Ethernet
-2 AB_ETH-1, Ethernet
=-f] 192.168.2.12, 1756-EN2T, 1756-EN2T/C
18 Backplane, 1756-A4/A
i : 00, 1756-L63 LOGIX5563, EN
------ .. f] 03, 1756-EN2T, 1756-EN2T/C
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F: mFE%ES: BEACON Wk
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